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 AGENDA Networking
Engagement session on (Domain) Abuse – explore 
roles of governments and ccTLDs

● Welcome by GAC & ccNSO Chairs
● Setting the scene: Cryptocurrency 

Investment Fraud example, 
Gabriel Andrews (FBI)

● Networking: 3 rounds
● Observations & Mentimeter polling
● Wrap-up

Walk (3 min.)
Round 1 (15 min.)

Walk (3 min.)
Round 2 (15 min.)

Walk (3 min.)
Round 3 (15 min.)

Walk (3 min.)
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Cryptocurrency Investment Fraud 

Gabriel Andrews, GAC Public Safety Working Group
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GAC + ccNSO
Cryptocurrency 
Investment Fraud 
Discussion

Cryptocurrency Investment Fraud
Born from Covid & empty casinos

- Overview of the 
“Cryptocurrency 
Investment Fraud” 
Scam

- Origins / Headlines
- How it works

- Use of Domains in the 
Scheme

- Bulk Registrations
- CNAME Forwarding 

- Discussion
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No phishing email
 
Phishing is done through:

Social Media, 
Texting Apps, 
Dating Sites
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Maliciously Registered 
domains…
1. Impersonate crypto exchanges

Websites are typically 
purchased in bulk (100’s 
to 1,000’s) and used for 
short periods of time 
(approximately 3 
months) to push the 
same fake exchange 
(e.g. CoinDeal)

- Overview of the 
“Cryptocurrency 
Investment Fraud” Scam

- Origins / Headlines
- How it works

- Use of Domains in the 
Scheme

- Bulk Registrations
- CNAME Forwarding 

- Discussion

GAC + ccNSO
Cryptocurrency 
Investment Fraud 
Discussion
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Maliciously Registered 
domains…
1. Impersonate crypto exchanges
2. Often employ CNAME forwarding- Overview of the 

“Cryptocurrency 
Investment Fraud” Scam

- Origins / Headlines
- How it works

- Use of Domains in the 
Scheme

- Bulk Registrations
- CNAME Forwarding 

- Discussion

GAC + ccNSO
Cryptocurrency 
Investment Fraud 
Discussion
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GAC + ccNSO
Cryptocurrency 
Investment Fraud 
Discussion

Discussion Questions:
1. Is this Cryptocurrency Investment 

Fraud scam familiar to GAC & 
ccTLD operators?  

○ Are you receiving abuse reports on this?  
○ Are you seeing bulk registrations + CNAME 

forwarding? 

2. ICANN stakeholders are 
considering gTLD policy on:
i. Checking domains associated with the 

domain being reported
ii. Controls on APIs which enable bulk domain 

registrations.

Do ccNSO operators have experiences that 
might inform such policy?

- Overview of the 
“Cryptocurrency 
Investment Fraud” Scam

- Origins / Headlines
- How it works

- Use of Domains in the 
Scheme

- Bulk Registrations
- CNAME Forwarding 

- Discussion
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Engagement Session (75 mins)

(Domain) Abuse - Explore Roles of 
Governments and ccTLDs
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Observations and Polling (10 mins)

Engagement Session on (Domain) Abuse - 
Explore Roles of Governments and ccTLDs
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Placeholder mentimeter 
● QR code and Instructions

● ccNSO-GAC joint session: Describe today's networking session in one word 
(wordcloud)

● How much do you agree or disagree with the following statements? (scale: 
strongly disagree, strongly agree)
○ I enjoyed the networking
○ I liked the format
○ I learned something useful
○ I valued the dialogue
○ I would like to do this again

● ccNSO-GAC joint sessions: What topics would you like to explore for future 
breakouts? (open ended)
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Thank you


