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1. Highlights from Cross Community Session on DNS Abuse

2. DNS Abuse during COVID-19 (continued from Monday)

○ FTC experience 

○ UK experience 

3. Response: Governments’ contribution to educating consumers

○ FTC information

○ Europol information 

4. Discussion on next Steps for the GAC

5. Relevant ICANN68 Sessions on DNS Abuse

Agenda
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Developments since ICANN66 Montreal and experience during COVID-19 

crisis

○ Registries and registrars: definition of DNS Abuse - baseline

○ Registrar COVID19 and abuse guidance; close cooperation with authorities 

○ CSG and ALAC: experience of COVID19-related abuse

○ FTC experience

Possible next steps for the ICANN Community

○ Reliable data

○ Build relationships

○ Identify and share best practice and information

○ Sound rules that are implementable and enforceable

○ PIR: incentives for registries

Cross-Community Session on DNS Abuse
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COVID-19 Complaints (from FTC Consumer Sentinel Database)
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Impact of DNS Abuse

● Since the coronavirus outbreak on 23 March, the UK has 
received reports of online shopping fraud totalling over £16 
million. Nearly a quarter of victims were aged 18 to 26.

● Within the UK 2,378 victims have lost a combined total of over 
£7m to coronavirus-related scams - Friday, 12 June, 2020
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Consumer Education: ftc.gov/coronavirus
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Consumer Education: ftc.gov/coronavirus
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Consumer Education: ftc.gov/coronavirus
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Consumer Education: ftc.gov/coronavirus



   | 12

Europol - Awareness materials

● Reports on impact of 
pandemic on crime

● Awareness raising 
materials: using 
reputation to educate

https://www.europol.europa.eu/activities-services/staying-safe-during-covid-19-what-you-need-to-know
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Europol - Awareness materials
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Abuse Reporting and SPOCs
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Deliberation and Next Steps for the GAC

Existing efforts and challenges (Highlights)

● Domain Abuse Activity Reporting Tool (DAAR)

● Enforceability of PICs and abuse requirements more generally

● PSWG Work Plan

GAC Deliberations Needed to Determine Next Steps on:
● Privacy/Proxy Services Data Disclosure (COVID-19 Lessons learned for LEA)

● Proactive Anti-Abuse Measures (Implementation of CCT Review Recommendations related 

to DNS Abuse)

● WHOIS Accuracy Reporting System (Implementation of CCT and RDS-WHOIS2 Review 

Recommendations)

Next Opportunity for GAC involvement during ICANN68 

● GAC/ICANN Board Meeting Wed. 24 June 08:30 UTC

● ALAC: DNS Abuse: Setting an Acceptable Threshold Wed. 23 June 02:00 UTC 

● ccNSO Members Meeting - ccTLD & COVID-19 Thu. 24 June 00:30 UTC 

https://68.schedule.icann.org/meetings/iHD9A2bpv6ShKzvR3
https://68.schedule.icann.org/meetings/6S6BcRow2aLGn3yCS#/?limit=10&sortByFields[0]=isPinned&sortByFields[1]=lastActivityAt&sortByOrders[0]=-1&sortByOrders[1]=-1
https://68.schedule.icann.org/meetings/rRQSbvhyJLnjAsqpQ#/?limit=10&sortByFields[0]=isPinned&sortByFields[1]=lastActivityAt&sortByOrders[0]=-1&sortByOrders[1]=-1
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Questions to ICANN Board 1/3

Privacy/Proxy Services

Background:

Law Enforcement reported during ICANN68 that the majority of domains involved in 

pandemic-related fraud, phishing, or malware have employed Privacy/Proxy 

Services to hide the identity of the registrant. 

Questions:

● What action can the Board take to reduce the negative impact of Privacy/Proxy 

services on 

○ the security of the DNS ?

○ the efficiency of Law Enforcement investigations of DNS Abuse ?
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Questions to ICANN Board 2/3

Proactive Anti-Abuse Measures

Background:

The CCT Review recommended that ICANN negotiate contractual provisions providing financial 

incentives for contracted parties to adopt proactive anti-abuse measures (Rec. 14). This 

recommendation has been placed in pending status by the ICANN Board. The GAC notes the 

recent adoption of a definition of DNS Abuse by the Registry and Registrar Stakeholder Groups. 

Questions:

● Might the ICANN Board update the GAC on steps already taken “to facilitate community 

efforts to develop a definition of ‘abuse’” ?

● What steps do the ICANN Board and Org intend to take “to inform further action on this 

recommendation” ?

● What mechanisms are available to ICANN to incentivize pro-active anti-abuse measures 

such as validation of registrant information by Registrars?
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Questions to ICANN Board 3/3
Accuracy of gTLD Registration Data

In 2012, the first WHOIS Review Team found that “the low level of accurate WHOIS data is unacceptable” 

and recommended that one of ICANN’s priority should be to improve WHOIS data accuracy.  In 2015, ICANN 

started identifying and reporting inaccurate gTLD WHOIS data through the WHOIS Accuracy Reporting 

System (ARS).  In June 2018, ICANN suspended operations of the ARS.

In September 2018, the CCT Review recommended specific work to determine whether the ARS could 

proceed into its ultimate phase of identity validation. The Board placed this recommendation in pending 

status until the outcome of the RDS-WHOIS2 Review. in September 2019, the RDS-WHOIS2 Review 

estimated that 30-40% of registration data was inaccurate and recommended resuming operations of the 

ARS or a comparable tool (Rec. 5.1). The ICANN Board placed this recommendation in pending status until 

the EPDP Phase 2 addresses the matter. It is now clear that Phase 2 of the EPDP will not do so. 

Question: What does the ICANN Board intend to do to restore ICANN’s ability to address gTLD registration 

data inaccuracies, including but not limited to resuming the ARS identity validation phase ?




