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The real question:

When is it appropriate
to act at the DNS level to
address abuses online?
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FIGHTING ABUSES ONLINE INTERNET &
| JURISDICTION

ICY NETWORK

e A great diversity of types of abuses, and actors

e A transnational problem

e Complexity - need to understand the functioning of the
internet
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FUNCTION OF THE DNS l. INTERNET &
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— Registrar —  Registry
> g ) Vg
Reg|5trant Manages the relation Manages the TLD zone file o What is the IP address
Registers a domain name with the Registrant and corresponding to
(example.example) through inputs relevant data in TLD zone file www.example.example?
a Registrar' and indicates, the TLD zone file. Domain ____ IP
inter alia, the IP address of Name Address
the server where the site This is the
can be accessed. IP address

o User accesses server at IP address

Server at IP address User
indicated by registrant

Source: I&JPN EFFECTS OF ACTIONS AT THE DNS LEVEL
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https://www.internetjurisdiction.net/uploads/pdfs/Internet-Jurisdiction-Policy-Network-20-101-Effects-Action-DNS.pdf

ACTION AT THE DNS LEVEL - 1

Registrant

Cannot change the

information in the TLD —_— X

zone file but the domain
still resolves normally

Server at IP address
indicated by registrant
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Changes by the Registrant are
prohibited to prevent transfer,
deletion or modifications

TLD zone file

Domain Name ——» |P Address
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LOCK |

What is the IP address
corresponding to
www.example.example?

Thisisthe .\

IP address

o User still normally accesses server at IP address
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ACTION AT THE DNS LEVEL -2 INTERNET &
I 1urispicTION

The domain name is removed HOLD
from the public TLD zone file so ‘

that the domain no longer

Registrant resolves on the internet o What is the IP address
corresponding to
Cannot change the TLD zone file > www.example.example?
information in the , Ry
TLD zone flle DOl*ﬂ Name » IP Address e P S
.
Domain does \’ “
0 not resolve I ——
° User still can access server at IP address
"\ / =i =g
Server at IP address User
indicated by registrant
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ACTION AT THEDNS LEVEL - 3 INTERNET &
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The TLD zone file is edited

to assign a different IP REDI RECT

address to the domain name

x TLD zone file 0 What is the IP address
. - corresponding to
Reglstrant Domain Name X-» IP Address » einplaeamplt

L__» IP Address 2

This is the
N IP address 2

aa - TS
o User is directed to
Server at — server at IP Address 2 [
IP address 2 ﬂ =
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ACTION AT THE DNS LEVEL - 4

Registrant
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Server at IP address
indicated by registrant
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Registrar 1 +» Registrar 2

V4

Responsibilities are transferred
from one Registrar to another

TLD zone file

Domain Name —— |P Address

o User accesses server at IP address
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“TRANSFER

corresponding to
www.example.example?

0 What is the IP address

Thisisthe -

IP address [J—
—_—
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A PROPER TOOL VS. ABUSES? INTERNET &
I urispicTioN

e A blunt instrument with collateral effects

e Global impact

e Partly efficient (still access through IP address)

e Part of a larger ecosystem of actors (escalation path)

e Limited Operator capacities in evaluating abuse
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DEFINING DNS ABUSE . INTERNET &
I urisDICTION

Malware |1&JPN Operational
Approaches
BOtnetS INTERNET &
o i@ o Framework
Phishi ng to address Abuse
DOMAINS
& JURISDICTION
Ph arm | N g PROGRAM SSAC Report
Spam (as delivery tool) 04/

2019

= From content-related abuse
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WEBSITE CONTENT ABUSE INTERNET &
I 1urispicTION

e Thresholds for acting at the level of the DNS
e A broader conversation among a larger group of actors

e The role of multistakeholderism
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1&JPN TOOLKIT (2021) l. INTERNET &

HELPING

DNS Operators in the design of their
TOOLKIT DNS Abuse related activities.

DNS LEVEL ACTION
TO ADDRESS ABUSES

e Notifiers in the detection and reporting

[
of problematic activity.

e Legislators and law enforcement to
determine procedures for dealing with
el L different types of abuse.
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