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Background on Law Enforcement Authentication

● ICANN’s 2022 Operational Design Assessment of the Standardized System for Access & Disclosure 

(SSAD) anticipated operational costs of ~$14M - $106M/Year.  Authentication challenges were a 

key cost driver.

○ This led to conversations about whether/how SSAD costs might be reduced.

● In February 2025, following agreement among GAC, ICANN Board and GNSO Council, the PSWG 

convened a Practitioners Group with representatives from the GAC, the GNSO and several law 

enforcement agencies (including Interpol, Europol and the FBI) to discuss the feasibility of Law 

Enforcement Authentication Mechanisms to enable Contracted Parties to respond swiftly to 

Urgent Requests.

● During ICANN84 in Dublin, the ICANN Board resolved (30 October 2025) to encourage 

“the ICANN President and CEO, or his designee(s), to continue to collaborate with the GAC PSWG 

on possible law enforcement authentication mechanisms.”

https://www.icann.org/en/board-activities-and-meetings/materials/approved-resolutions-regular-meeting-of-the-icann-board-30-10-2025-en#section2.e
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Urgent Requests for Disclosure of Registration Data

Latest Developments on LEA Authentication Mechanisms

● The GAC welcomed the ICANN Board comments (20 April 2026) on Issues of Importance in the GAC 

Mumbai Communiqué, suggesting that a “testing group or other transparent, multistakeholder 

effort” be led by ICANN org “to support preparation of contracted parties and requestors to 

implement the mechanism” 

● In a correspondence to the GNSO (13 May 2026) the ICANN Board stated that it had “asked ICANN 

org to take the lead in advancing further work on the technical requirements for authentication and 

proof-of-concept testing with law enforcement agencies”

● In June 2026, ICANN Org convened an Input Group supports the development of a proof of concept 

for an operationally effective approach to authenticating law enforcement requestors.

Update by: Janelle McAlister, ICANN org

Senior Program Manager

https://gac.icann.org/dA/9ed9f58113/GAC-ICANN85-Issues-of-Importance-Scorecard-final.pdf?language_id=1
https://itp.cdn.icann.org/en/files/correspondence/sinha-to-payne-2-13-05-2026-en.pdf


Standardized System for Access / 
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Background

● During ICANN84 in Dublin the ICANN Board resolved (30 October 2026) to continue operations of the 

RDRS for up to 2 years “while the community continues its deliberations regarding the future of the 

service and related policy recommendations”

● On March 12, 2026, the ICANN Board resolved (12 March 2026) to non-adopt the original SSAD 

recommendations - enabling new work to be done by the GNSO SSAD Supplemental 

Recommendations Team (SRT) 

● The SRT includes two GAC representatives from the GAC Small Group on Registration Data as well as 

representatives across the community. 

● The goal of the group is propose modifications to the original 18 SSAD recommendations based on 

changes outlined in the RDRS Standing Committee’s Final Findings Report by February 2027

SSAD Supplemental Recommendations

https://www.icann.org/en/board-activities-and-meetings/materials/approved-resolutions-regular-meeting-of-the-icann-board-30-10-2025-en#section2.e
https://www.icann.org/en/board-activities-and-meetings/materials/approved-resolutions-regular-meeting-of-the-icann-board-12-03-2026-en#section2.a
https://icann-community.atlassian.net/wiki/spaces/gnsocouncilmeetings/pages/1014398977/System+for+Standardized+Access+Disclosure+SSAD+2026-2027
https://icann-community.atlassian.net/wiki/spaces/gnsocouncilmeetings/pages/1014398977/System+for+Standardized+Access+Disclosure+SSAD+2026-2027
https://gnso.icann.org/sites/default/files/policy/2025/draft/rdrs-sc-findings-report-10nov25-en.pdf
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SSAD Supplemental Recommendations

GAC Priorities for the SSAD

The GAC has communicated its priorities to the Board on what policy and technical elements a 
successor RDRS system should contain, they include:

● A permanent system to facilitate requests to gTLD registrars for disclosure of domain 

registration data 

● Mandatory participation by all gTLD registrars with optional participation by ccTLD 

operators 

● The ability for requesters to meaningfully submit requests for underlying data that is held 

by privacy or proxy services

● The technical processing of Urgent Requests by authenticated users and the full 

implementation of the recent updates to the Registration Data Policy on urgent requests

https://gac.icann.org/contentMigrated/icann86-seville-communique
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SSAD Supplemental Recommendations

Next Steps for the GAC: 

● Agreement of meaningfully handling of privacy and proxy requests: 
○ 5.7.3 Where disclosure request regards a domain registered through a privacy or 

proxy service, the Contracted Party MUST ensure the request is evaluated and 
responded to in line with the requirements of the Consensus Policy on 
privacy/proxy registrations

● GAC seeking confirmation from the Board that updates to the urgent requests policy will 
be operaliationalized once SSAD recommendations are approved and implemented

● GAC is also aiming to have this understanding reflected directly within the updated 
SSAD recommendations 
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Update on the work of the SSAD Supplemental Recommendations Team (SSAD SRT) 

Presentation by: Marc Anderson, Verisign

GNSO SSAD SRT Lead

SSAD Supplemental Recommendations
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SSAD Supplemental Recommendations

Next Steps

● The SSAD SRT will be meeting for three sessions over the course of ICANN87 to reach 

broad agreement on SSAD recommendations

● The SSAD SRT is expected to publish its initial recommendations for Public Comment 

shortly after ICANN87 with a view to completing its work by early 2027.

● The GAC Representatives in the SSAD SRT will circulate a Draft GAC Comment on these 

initial recommendations taking particular note of GAC priorities for the SSAD 



Accreditation of Privacy/Proxy 
Services
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Descriptions:

● Privacy Services: Registrant is still listed as Registered Name Holder, but contact 

information shown in data records is that of the privacy service.

● Proxy Services: The proxy service is listed as the Registered Name Holder, and its contact 

information is also shown. (The proxy service licenses use of the domain to its 

customer/user.)

Accreditation of Privacy/Proxy Services
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Privacy/Proxy Services:  Example of public data (no P/P used)
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Privacy/Proxy Services:  Example of “Privacy Service” used

The Registrant is 
the same, but…

Phone # is hidden

Email is functional, 
but obfuscated
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Privacy/Proxy Services:  Example of “Proxy Service” used

When a Proxy Service is used, 
the Proxy Service *IS* the 
Registrant.

Any “Registrant”  info shown 
belongs to the Proxy Service 
itself.
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Prevalence of Privacy/Proxy Services - June 2020 Example, ~1,000+ fraud referrals
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Background 

● GAC is participating in the GNSO Implementation Review Team (IRT) on Privacy and Proxy 

Service Accreditation Issues (PPSAI).

○ PPSAI Final Report recommendation: “Registrars are not to knowingly accept registrations 

from privacy or proxy service providers who are not accredited through the process 

developed by ICANN.”

● Currently, PPSAI IRT is reviewing draft Consensus Policy text on privacy/proxy services

● Separately, SSAD SRT draft text would ensure consideration of privacy/proxy disclosure requests 

submitted through SSAD/RDRS

Accreditation of Privacy/Proxy Services
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“Pass-through” of policy requirements

……

……

● [3.3.3.4] Agreements must “...require the Service Provider to impose equivalent obligations, through 

binding written agreements, on any downstream provider…”

PPSAI Consensus Policy draft text highlights (1/3)
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PPSAI Consensus Policy draft text highlights (2/3)

Disclosure requests

……

……

● 30-day timeline for responses to disclosure requests, 24 hours for urgent requests

○ Matches Registration Data Policy requirements
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PPSAI Consensus Policy draft text highlights (3/3)

Other draft language covers:

● Establishing abuse reporting contacts at each privacy/proxy service provider

● Remediation in cases of non-compliance

● Other issues (data escrow, relay of information to P/P customers, etc.)
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Next Steps

● The PPSAI IRT has an in-person meeting this week, on Wednesday, October 21 

● Based on IRT input, ICANN org will propose revised draft text for the Consensus Policy

● Discussion and iteration will continue until end of the year

● Aim is to open Public Comment on the PPSAI draft Consensus Policy in January 2027

● GAC to continue IRT engagement and may consider Public Comment submission

PPSAI Process



Registration Data Accuracy:
15-day Verification Timeline
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● GAC Principles Regarding gTLD WHOIS Services (28 March 2007), reiterated in the ICANN60 Abu Dhabi 

Communiqué (1 November 2017): “gTLD WHOIS services should provide sufficient and accurate data about 

domain name registrations and registrants subject to national safeguards for individuals' privacy [...]”

● GAC expresses serious concerns to the GNSO (22 June 2020) regarding issues not addressed in EPDP Phase 2, 

including Registration Data Accuracy and requests in its GAC Minority Statement on the EPDP Phase 2 Final 

Report (24 August 2020) that accuracy be addressed in subsequent phases.

● The GAC takes part in the GNSO Accuracy Scoping Team (formed in Oct.2021, paused in Nov. 2022)

● The GAC provides input on the GNSO’s threshold questions (14 Feb. 2025) to determine next steps

● The GNSO Council approves the recommendation of the GNSO Accuracy Small Team on Registration Data (31 

July 2025) to: “examining the existing process for validating and verifying registration data under the 2024 

Registrar Accreditation agreement and the potential impact on registrants if this process is modified”

● In the ICANN84 Dublin Communiqué, the GAC urges the GNSO to identify an implementation path for the 

Accuracy Small Team recommendations (3 November 2025)

Background: Registration Data Accuracy

https://gac.icann.org/contentMigrated/gac-principles-regarding-gtld-whois-services
https://gac.icann.org/contentMigrated/icann60-abu-dhabi-communique
https://gac.icann.org/contentMigrated/icann60-abu-dhabi-communique
https://gac.icann.org/contentMigrated/next-steps-on-key-policy-issues-not-addressed-in-epdp-phase-2
https://gac.icann.org/statement/public/gac-minority-statement-epdp-phase2-24aug20.pdf
https://gac.icann.org/statement/public/gac-minority-statement-epdp-phase2-24aug20.pdf
https://icann-community.atlassian.net/wiki/spaces/AST/overview
https://gnso.icann.org/sites/default/files/policy/2025/presentation/gac-accuracy-assignment-response-14feb25-en.pdf
https://gnso.icann.org/sites/default/files/policy/2025/draft/gnso-council-accuracy-small-team-summary-31jul25-en.pdf
https://gac.icann.org/contentMigrated/icann84-dublin-communique?language_id=1


   | 27

● in the GAC Mumbai Communiqué (16 March 2026) the GAC:

○ Expresses “its strong interest in engaging further with the Board and the Contracted Parties on how to 

address – in a swift and effective manner – the current 15-day timeline for registrars to validate and verify 

registrants contact information”

○ Notes from the INFERMAL study (8 Nov. 2024) that “when the validation of registrant information takes 

place during the account creation or before the domain purchase, it is associated with a 70% decrease in 

malicious registrations”

○ Proposes that: “To mitigate DNS Abuse, verification of registrant contact information should take place 

before a newly registered domain name can become accessible through the DNS. A possible path to be 

further explored in this regard is contract amendments, and the GAC will continue to consider the best path 

for efficient implementation”

● The GAC Chair requests (11 May 2026) to reconvene the trilateral setting, between the GAC, the ICANN Board 

and the GNSO to address this matter.

Background: 15-day Verification Timeline

https://gac.icann.org/contentMigrated/icann85-mumbai-communique?language_id=1
https://www.icann.org/en/system/files/files/inferential-analysis-maliciously-registered-domains-08nov24-en.pdf
https://docs.google.com/document/d/1XWqZi0poLb7M12CPi7NxfhKogT9h6eBAKDATx3zbA3c/edit?tab=t.0
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● Following the ICANN86 informational session (GAC/GNSO) (9 June 2026), in its Seville Communiqué (15 

June 2026) the GAC stressed: 

○ The need to review the current rules, particularly ahead of the delegation of new gTLDs strings

○ The need to take into account potential operational and financial challenges to registrars

○ The expected focus on identifying practical implementation pathway given substantial research 

already undertaken

○ The Importance of early involvement of the ICANN Board in these discussions

● Following the ICANN86 meeting, in correspondence to the GAC Chair (25 August 2026) and during the 

Board/GAC Call on the Seville Communiqué (16 July) the ICANN Board:

○ Identified contractual negotiations and policy development as the two available mechanisms for 

modifying the 15-day verification timeline

○ Expressed openness to considering other approaches

15-day Verification Timeline - Recent Developments

https://gac.icann.org/sessions/icann86-session-6-a-informational-session-on-accuracy-of-registration-data
https://gac.icann.org/contentMigrated/icann86-seville-communique
https://itp.cdn.icann.org/en/files/correspondence/sinha-to-caballero-25-08-2026-en.pdf
https://gac.icann.org/sessions/boardgac-interaction-group-bgig-call-16-july-2026
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● During a recent GAC/GNSO Topic Leads call (28 September 2026): 

○ The Registrar Stakeholder Group (RrSG) clarified that it does not currently have a formal position and is  

continuing to discuss the issue with its membership, including during ICANN87

○ The meeting explored operational impacts on registrars and registrants, particularly the need to 

distinguish new registrations from transfers and registration-data updates

○ The discussion highlighted significant variations in current verification practices: 

– Some registrars follow the 15-day process, while others verify email addresses at account creation

– Some registrars apply additional fraud-prevention measures

– Certain ccTLDs and regulated gTLDs impose more extensive verification

○ Given continued discussion of whether shortening the verification timeline would measurably reduce DNS 

Abuse, participants agreed that further evidence from ccTLDs and other environments with more 

stringent requirements would be useful.

○ GAC members are ready to share relevant ccTLD experience and available data concerning the impact of 

more stringent verification requirements, addressing the questions asked by the GNSO on this specific 

topic (in the context of GNSO-GAC bilateral). 

15-day Verification Timeline - Recent Developments
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15-day Verification Timeline - Expert Input And Discussion

Insights from the INFERMAL study on the impact of verification policies on DNS abuse

Presentation by: Maciej Korczyński

Professor of Computer Science at Grenoble INP–Ensimag

Author the INFERMAL Study

Indications of verification practices and lessons learnt from the ccTLD space

Presentation by: Barbara Pearse

.NZ Domain Name Commissioner

Chair of the ccNSO DNS Abuse Standing Committee
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GAC discussion focusing: 

1. Possible next steps for the GAC 

a. Further discuss with the GSNO during the ICANN87 

GAC-GNSO bilateral meeting (today after lunch)

b. Gather (further) input on the GNSO questions and 

provide feedback to the GNSO

c. …

15-day Verification Timeline - GAC Discussion and Next Steps



Considerations for the 
ICANN87 Bali Communiqué


