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A Sample of Email



Whois: A Tool to Help in Origin Identification

~ Identifiers on the Internet
{ “Domain Names”: used by people
{ IP Addresses: used by computers

~ Internet Identifiers are obtained from 
“Registries”
{ Domain Names via ~2500 

Registrars
• GoDaddy, NameCheap, 

Tucows, etc.
{ Addresses via the 5 Regional 

Internet Registries
• AfriNIC, APNIC, ARIN, 

LACNIC, RIPE-NCC

~ Registries maintain registration 
data for Internet Identifiers



Comparing Registration Data Pre- and Post-GDPR



Backing up a Bit: Ancient History

• Multi-user mainframes or mini-computers 
operated by Universities or research 
institutions interconnected with dedicated 
telecom lines

– Researchers all knew each other
• Knew their telephone numbers and 

postal addresses
– Email addresses? What’s email?

• Connectivity issues were extremely common
– Computers, networks, services, etc., all 

would fall down frequently
• The fact they were up at all was often 

a surprise
• “Out of band” communication was a necessity, 

but easily managed
– <Ring>
– “Hi Jon, why is your Sigma 7 system 

down?”



Slightly Less Ancient History

• Network grows, more nodes
– Universal knowledge of researchers on the 

network breaks down

• Connectivity issues still a problem
– Systems up and down for various reasons

• Devices on the network are 
numbered with IP addresses and 
named with “host names”

• Creation of a centralized registry
– Stanford Research International Network 

Information Center (SRI-NIC)

• SRI-NIC created/maintained a 
“reverse telephone book” that 
translated IP addresses and host 
names into the people 
responsible for the devices 
named/numbered

• Network access to this reverse 
telephone book is via a (extremely 
simple) protocol named Whois



The Internet Becomes a More Annoying Place

~ Early Internet was largely researchers 
and academics
{ Most problems were due to bugs, 

misconfiguration, or other errors

~ Morris Worm: 1988
{ First large scale exploitation of 

software vulnerabilities
{ Proof of concept that escaped

~ Green Card Spam: 1994
{ First large scale ”unsolicited 

commercial email”
• Canter & Siegel law firm

~ Whois used to identify and contact 
sources of unwanted network traffic



Internet goes Mainstream

~ Invention of the World Wide Web 
(1991) opens the Internet up to 
everyone
{ Internet grows rapidly

~ Centralized allocation of names and 
addresses can’t keep up
{ Creation of multiple address 

registries (1993)
{ Creation of multiple name 

registries (1994)

~ Whois database now distributed 
across multiple independent 
organizations
{ Single point of entry: Internet 

Assigned Numbers Authority 
(IANA)
• Operated by ICANN
• Only maintains referral 

information



The Internet Today

~ Over 700,000 individual networks
{ Connecting 4.1 billion end users

~ Over 350,000,000 names
{ Over 2,500 ”top-level domains”

• E.g., COM, EU, BE, INFO, etc.

~ The Internet remains peer-to-peer
{ Every endpoint on the Internet can offer 

services
• Websites, databases, games, etc.

{ Every endpoint on the Internet can 
initiate connections
• Home PCs, IOT devices, etc.

~ Identifying whether an incoming connection 
is “friend or foe” increasingly difficult
{ And increasingly important (e.g. “fake 

news”)



Whatis Whois 

~ Whois is an umbrella term meaning:
{ A protocol: defined by the Internet Engineering Task Force

• Defined (post facto) in RFC 3912 (https://tools.ietf.org/html/rfc3912)
{ A database of registration records: defined by ICANN and the RIRs

• Contains information about who “owns” names and addresses used on the 
Internet

• Prior to 25 May 2018, publicly accessible

~ Uses of Whois:
{ Providing contact information for identifiers/resources used on the Internet

• By analogy, a land ownership registry or a registry of companies.
• Used in tracking down connectivity problems and abuse

{ Helping to verify resources on the Internet are legitimate
• Mapping sources of network information to its real world sources

{ Helping to identify trademark/copyright violations

~ Historically, privacy offered as an “add on” service by some registries and registrars



Future of Whois
~ The demand for functionality provided by Whois is increasing

{ Growing with use of (and threats from) the Internet

~ Protocol being (thankfully) replaced with “Registration Data Access Protocol” (RDAP)
{ Allows for “differentiated access”

• What you get back in response to queries depends on who you are (your 
credentials)

{ Allows for automatic referrals
• Point of entry still IANA

~ Policy Changes
{ Database is no longer fully public

• Access to full data by authorized entities being discussed
{ What is in the database will evolve

• New fields will be added based on demands of naming (ICANN) and addressing 
(RIR) communities.

• In conformance with legislation from various jurisdictions
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